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Decision/action requested

This paper provides information on and needs for a new SID on network slicing security.
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Rationale

3.1


SA2 study on phase 2 network slicing
In June 2019, SA2 started its network-slicing phase-2 study “Feasibility Study on Enhancement of Network Slicing Phase 2” [1]. This study was initiated in response to the request from GSMA where Generic Slice Template (GST) attributes had been defined [2]. SA2 aims to introduce produres in 3GPP systems for the GST attributes. 

As of Nov 2020, SA2 has completed 85% of the study, including 7 key issues and 44 solutions in TR23.700-40 [3]
Key Issue #1: Support of network slice related quota on the maximum number of UEs

Key Issue #2: Support of network slice related quota on the maximum number of PDU Sessions

Key Issue #3: limitation of data rate per network slice in UL and DL per UE

Key Issue #4: Support for network slice quota event notification in a network slice

Key Issue #5: Dynamic adjustment to meet the limitation of data rate per network slice in UL and DL

Key Issue #6: Constraints on simultaneous use of the network slice

Key Issue #7: Support of 5GC assisted cell selection to access network slice

However, the security aspects linked to the key issues and various solutions have not been discussed which shall be within the realm of SA3. Specifically, 
· Denial of services (DoS): the key issues KI #1, #2, #3, #5 and corresponding solutions intend to introduce quota management functions and enforcement functions, centralized or distributed. Without proper consideration of resources vs quota, it will lead to DoS for later registering UE. For example, if the optional integrity protection is not considered in quota and many of UEs have activated integrity protection, inadvertently or maliciously, it will constraint the resources and cause DoS for other UEs. 
· Sensitive information leakage: the key issue KI #1, #2, #3, #4, #5 and corresponding solutions require to obtain slice quota information, dynamical or static. However, accesss to the quota info (e.g. number of UE a slice can support, subscribed) shall be limited to authorizted NF, especially not to be sent to VPLMN and external AFs.  
· Slice isolation: KI#6 defines slices that shall be isolated with other slices. However, all solutions considered still contains risks of sharing information between slices, especially between the mutual exclusive slices and other slices. 

In addition, security related GST attributes are not identified, e.g. whether slice authentication is required for a slice. 
3.2


RAN Status
[image: image1.emf]In December 2019, a new study on network slicing in RAN has been approved, i.e. “Study on enhancement of RAN Slicing” [4].  RAN2 and RAN3 will be involved with the following objectives [4-5]:
1. Study mechanisms to enable UE fast access to the cell supporting the intended slice, including [RAN2]

a. Slice based cell reselection under network control
b. Slice based RACH configuration or access barring
2. Study necessity and mechanisms to support service continuity, including [RAN3]

a. For intra-RAT handover service interruption, e.g. target gNB doesn’t support the UE’s ongoing slice, study slice re-mapping, fallback, and data forwarding procedures. 
Observation:  Slice information, e.g. a new slice ID, is being discussed to transmit to RAN in order to provide “fast access”. The potential security threats or privacy concerns should be assessed. 
4
Detailed proposal

Proposal: Based on the observations above, it is proposed to initiate an SA3 study on the enhanced network slicing security in R17, taking account of both studies in SA2 and RAN.
